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2008 End of Year Update - Security & Anti-Phishing

Presenter: James Brooks
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Who is Cyveillance?

• “The World Leader in Cyber Intelligence”

• Cyveillance monitors online sources to provide adva nce warning of 
imminent risks to a corporation’s business.  The ri sks include:
– Phishing, identity theft and other forms of fraud

– Malware distributed via the Internet

– Online credit card fraud and identity theft
– Information leaks and insider threats

– Executive threats

– Corporate brand abuse and customer diversion
– Gray market distribution and counterfeiting
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Our Partnership with NAFCU

• Complete coverage of the 
Internet for detection and 
mitigation of phishing 
attacks

• The industry’s fastest 
phishing site detection and 
takedown services backed 
by SLAs

• Integrated capabilities
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Phishing – Historical Perspective

2007 – Today

• Blended attacks
• Vishing
• SMShing
• Fast-flux
• Cross-site scripting

• Blended attacks
• Vishing
• SMShing
• Fast-flux
• Cross-site scripting

2003 –2006

• Other industries 
and smaller 
institutions

• Accurate spoof 
Web sites

• Similar domains

• Other industries 
and smaller 
institutions

• Accurate spoof 
Web sites

• Similar domains

2000 –2002

• Financial 
targets

• Misspellings
• Poorly crafted 

Web sites

• Financial 
targets

• Misspellings
• Poorly crafted 

Web sites

Late 90s

• Primarily  
targeted at  
ISPs

• Primarily  
targeted at  
ISPs
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Current Trends

• Growth of the problem
– An average of 30,000 “traditional” phishing attacks per month
– Well over 2,000 brands targeted by phishers

• Increasingly professional and far-reaching criminal  organizations

• Greater use of Malware

• Expanded attack methods  

– Blended and Payload Delivery attacks
– Telephone/VOIP (Vishing)

– SMiShing

– Spear Phishing

– Fast Flux Attacks
– Pharming

– Cross-site Scripting

– Man-In-The-Middle
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Source: Cyveillance – July 2008Source: Cyveillance – July 2008

Phishing Attacks by Industry

Associations

Auction

Banks

Charity

Credit Unions

Education

Em ploym ent

Gam bling

Governm ent

Insurance

Paym ent

Real Es tate

Retail

Shipping

Technology

Travel/Hotel

Current Trends

2025Total

2Travel/Hotel

63Technology

2Shipping

14Retail

1Real Estate

54Payment

4Insurance

13Government

4Gambling

2Employment

2Education

680Credit Unions

7Charity

1139Banks

5Auction

33Associations

# of Unique 
BrandsIndustry
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Source: Cyveillance – Dec 2008Source: Cyveillance – Dec 2008

Current Trends
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Current Trends – More Organized Crime
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Current Trends – More Organized Crime
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� Stealthy – can run 
undetected for months

• Scalable – ability to capture 
thousands of credentials per 
attack

• Effective – can bypass AV 
and 2-factor authentication 
systems

Current Trends – Malware
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Source: Cyveillance – Dec 2008Source: Cyveillance – Dec 2008

Current Trends

Spikes in 
volume 
enabled by 
very scalable 
technologies
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Expanded Methods – Blended Attacks
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Expanded Methods – Payload Attacks
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Expanded Methods – Vishing
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Expanded Methods – SMiShing
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Expanded Methods – Pharming
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Pharming – Recent Activity
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Impact of Phishing

• What are your costs associated with a phishing atta ck?
– Hard costs associated with Phishing attacks
– Damage to corporate reputation
– Lack of trust in online applications
– Lost revenues
– Personal inconvenience

• Do you have adequate anti-phishing response procedu res in 
place?
– Speed of detection
– URL blocking
– Speed of takedown
– Recovery of Credentials

• Have you made your organization a “hard” target?

• What are your costs associated with a phishing atta ck?
– Hard costs associated with Phishing attacks
– Damage to corporate reputation
– Lack of trust in online applications
– Lost revenues
– Personal inconvenience

• Do you have adequate anti-phishing response procedu res in 
place?
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– URL blocking
– Speed of takedown
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• Have you made your organization a “hard” target?
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Best Practices Overview

Anti-Phishing 
Best Practices

Monitoring
• Email
• Suspicious domains
• Web 
• Security partners
• Fraud inbox

• Site takedown actions
• URL blocking

Response 

Alerting
• Contact list
• Escalation

Needs                
• Create and implement plan
• Establish ownership
• Process training
• Industry Best practices
• Marketing and PR strategy

Recovery

• Site monitoring
• Data recovery
• Summary reports
• Collaboration with Law 

Enforcement
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Member Education

• Direct Mail
– Statements
– Direct marketing

• Web site
– Policies and alerts
– Member phishing and fraud education center 
– “Report phishing or fraud” link, email, or number

• Education topics
– Credit union policies and alerts

– General phishing and fraud 

– Latest trends and stories

• Use security focus as a value point and service dif ferentiator

• Direct Mail
– Statements
– Direct marketing

• Web site
– Policies and alerts
– Member phishing and fraud education center 
– “Report phishing or fraud” link, email, or number

• Education topics
– Credit union policies and alerts

– General phishing and fraud 

– Latest trends and stories

• Use security focus as a value point and service dif ferentiator
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Contact

James Brooks
Director, Product Management

jbrooks@cyveillance.com

(703) 351-2405
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Did the Penetration Test Work Plan review these Network Security areas:

Network Surveying

Port Scanning

System Identification

Services Identification

Vulnerability Research & Verification

Application Testing & Code Review

Router Testing

Firewall Testing

Intrusion Detection System Testing

Trusted Systems Testing

Password Cracking

Denial of Service Testing
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Section B: CU Hosted Internet Banking

5 Does the credit union host the internet banking software internally?  If no, skip this section.

6 Is the software hosted on a server in a Demilitarized Zone (DMZ)?

7 Are there design controls in place which construct and test changes to the software in a test setting?

8 Have unnecessary services on the web server been disabled and appropriate controls implemented?

9 Does the credit union obtain penetration tests and regular security scans of the Internet Banking network?

9a Are login pages for Home Banking/Bill Pay SSL encrypted?
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